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SUPPORT DATA PRIVACY LEGISLATION 
TO REGULATE DATA BROKERS 

TEXANS DESERVE TO CONTROL PERSONAL AND ONLINE DATA 
Current Texas law lacks the data privacy rights necessary to safeguard the personal and online data of 
its citizens. The lack of data privacy laws affects all Texans, but is particularly problematic for vulnerable 
populations, such as survivors of domestic violence, victims of human trafficking, youth, and older adults. 
The current state of the law enables and facilitates harmful actions by abusers, fraudsters, and scammers 
who can easily glean information from the Internet and use it to perpetuate abuse and fraud. Advances in 
digital technologies have allowed our behavior to be incessantly monitored. Every day, mass amounts of 
data are collected from us using a range of methods, including online cookies, registered loyalty cards, 
public social media platforms, device or browser identifiers, and more.1 Data brokers are key players in 
collecting and selling our personal data. 

WHAT ARE DATA BROKERS? 
Data brokers are businesses that have no direct relationship with an individual, yet they 
collect and sell personal information to third parties. Data brokers collect our data gleaned 
from tracking internet searches and from other parties with whom we do business. They 
then sell our data to interested parties, such as companies looking to advertise their 
products or businesses, as well as to any person who may be looking for information about 
us and willing to pay for it. 

Data brokers collect expansive lists of data about individuals. Some2 examples of this are: 
• Full names,
• Home addresses (both current and previous),
• Telephone numbers and email addresses, and
• Social security numbers.

Data brokers then add a vast trove of digital information to the personal data they have collected, including 
web browser identification, web history, profile data, location information from mobile apps, and purchase 
history. Little to no accountability exists regarding what can be collected, who has access to the data, or 
how it is protected. 

As our data gets passed around among countless third parties, there are more 
possibilities for our data to be leaked or breached in a way that causes real harm.3 A 
lack of data privacy protections gives broad access to all our vulnerabilities. Texas has 
the ability to protect individual privacy by enacting consumer data privacy laws 
and protections that give Texans the right to control their own data. 

1 Lois Beckett, “Everything We Know About What Data Brokers Know About You.” ProPublica, (June 13, 2014). 
2 Other examples include gender, marital status, education history, and household income.
3 In recent years, we have seen major data breaches from T-Mobile, Equifax, Robinhood, and Edfinancial, which put 
  millions of consumers' personal, private financial data at risk, and have brought about growing data privacy concerns from consumers. 

https://www.nytimes.com/2021/08/18/business/tmobile-data-breach.html
https://www.ftc.gov/enforcement/refunds/equifax-data-breach-settlement
https://www.cnet.com/personal-finance/banking/robinhood-20-million-settlement-who-is-eligible-for-money/
https://www.nasfaa.org/news-item/27880/Personal_Information_of_Over_2_5_Million_Borrowers_Exposed_in_Nelnet_Data_Breach


https://www.thehotline.org/stakeholders/impact-and-state-reports/
https://www.ic3.gov/Media/PDF/AnnualReport/2021_IC3ElderFraudReport.pdf



